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Abstract

Internet of Things (IoT) systems are widely used in residential
and industrial domains, with MQTT as a common communica-
tion protocol. However, testing MQTT-based systems remains chal-
lenging due to their event-driven behavior, preconfigured topics,
asynchronous processing, and frequent silent failures. Although
several MQTT fuzzing tools have been proposed, there is limited
empirical evidence comparing their effectiveness in realistic IoT
platforms using adequacy criteria beyond crash detection. This
paper presents a controlled experiment evaluating MQTT fuzzing
tools using Home Assistant, an open-source home automation plat-
form deployed in a reproducible Docker-based environment. Ef-
fectiveness is assessed through mutation testing, with artificial
faults injected into the source code and a stratified oracle detect-
ing crashes, internal exceptions, incorrect entity states, and silent
behavioral divergences. The evaluation uses mutation score as the
main metric, complemented by an MQTT-adjusted mutation score,
killed-mutant overlap, and post-hoc analysis of surviving mutants.
The results provide empirical evidence on the ability of each fuzzer
to expose application-level faults and highlight limitations related
to reachability, configuration-dependent execution paths, and ora-
cle observability in MQTT-based IoT systems.
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1 Introduction

The Internet of Things (IoT) has become a major technological trend
across domains such as transportation, healthcare, agriculture, envi-
ronmental monitoring, home automation, and smart manufacturing
[20], accompanied by a rapid increase in connected devices. Ac-
cording to Tanweer Alam [2], more than 75 billion IoT devices are
expected to be connected globally by 2025. Broader projections,
such as those reported by Cisco, indicate that this number may
reach 500 billion by 2030 [13].

Smart homes are a major IoT application domain, integrating
devices such as sensors, appliances, lighting, and heating systems
through automated communication. In this context, lightweight
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protocols are essential for resource-constrained devices. Among
these protocols, MQTT (Message Queuing Telemetry Transport) is
described as the most widespread IoT protocol [14].

Despite their widespread adoption, MQTT-based applications
remain susceptible to implementation errors, protocol violations,
and anomalous message processing, such as accepting invalid pack-
ets or misinterpreting malformed payloads. Their consequences
can range from explicit failures, such as service unavailability or
crashes, to subtler effects, such as internal state corruption, behav-
ioral inconsistencies, and silent failures.

These limitations motivate testing approaches that evaluate ro-
bustness to invalid, unexpected, or malformed inputs. Fuzzing test-
ing is an automated technique that generates and injects diverse
data into a target system to identify implementation defects, secu-
rity vulnerabilities, and robustness issues. When applied to MQTT-
based IoT systems, fuzzing explores the application’s responses to
malformed packets, corrupted payloads, and inconsistent message
sequences, revealing protocol interactions and internal states that
are difficult to exercise through traditional testing.

In this context, this paper evaluates the effectiveness of different
fuzzing tools applied to the MQTT protocol for fault detection in IoT
systems. Thus, we conduct a controlled experiment in a simulated
environment based on the Home Assistant platform, using MQTT-
based communication. A specialized test harness ensures generated
inputs reach the system’s internal message-processing logic by tar-
geting valid MQTT topics and injecting corrupted messages, invalid
packets, inconsistent JSON payloads, and unexpected message se-
quences. The analysis focuses on mutation score, MQT T-adjusted
mutation score, killed-mutant overlap, and post-hoc classification
of surviving mutants.

2 Related Work

MOQTT has attracted increasing attention in fuzzing research be-
cause of its widespread adoption in IoT systems. Several tools have
been proposed to generate or mutate MQTT messages to reveal
faults in protocol implementations. FUME applies a hybrid strategy
based on Markov chains and execution feedback [15]. At the same
time, MQTTGRAM uses grammar-based generation to produce syn-
tactically valid MQTT packets and reduce premature rejection by
the target [4]. More recent approaches, such as MBFuzzer, explore
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multi-participant MQTT interactions and message dependencies in
broker-based communication scenarios [18].

Although these studies contribute to MQTT robustness evalua-
tion, most focus on brokers such as Mosquitto, EMQX, or Moquette,
assessing protocol compliance, routing, state-machine behavior, or
memory safety. Less attention has been given to application-level
MQTT processing in realistic IoT platforms, where payload inter-
pretation, entity-state updates, and event-driven automations may
introduce different classes of failures. This limitation is particularly
relevant in systems such as Home Assistant, which usually pro-
cess only messages published to topics previously associated with
configured entities.

Traditional fuzzing also relies heavily on code coverage and
crash-based oracles, which may miss semantic or behavioral faults.
In event-driven IoT applications, failures may not cause process
termination, but instead appear as incorrect entity states, missing
updates, improperly triggered automations, internal exceptions, or
silent failures. Therefore, evaluating fuzzers in this context requires
oracles capable of observing more than explicit crashes.

Mutation testing has been used as a complementary criterion
for evaluating automated testing techniques by injecting artificial
faults, known as mutants, into the source code. In fuzzing research,
mutation testing provides a controlled way to assess whether gen-
erated inputs not only reach program locations but also expose
observable behavioral differences. Recent studies have explored
this relationship in different domains, such as cyber-physical sys-
tems [10], Java programs [19], and fuzz-target design [8].

3 Background
3.1 MQTT and IoT Systems

IoT connects physical objects through communication networks, en-
abling automatic data collection, processing, exchange, and control
of physical environments. In this sense, IoT represents a significant
evolution in how computational systems interact with the physical
world, integrating sensors, actuators, software, and communication
networks into intelligent, responsive ecosystems [17].

To enable large-scale communication, the MQTT protocol has be-
come a leading solution in IoT systems. Unlike the traditional client-
server architecture, MQTT adopts the publish/subscribe model [11].
This asynchronous, decoupled model allows publishers and sub-
scribers to communicate without direct knowledge of each other [9].
In this scenario, publishers correspond to devices, sensors, or appli-
cations responsible for generating data and publishing them to the
network, whereas subscribers are devices, actuators, or applications
that subscribe to receive data of specific interest [6].

MOQTT uses a broker to manage connections and route pub-
lisher messages to the corresponding subscribers [1]. This rout-
ing is performed through topics (topics), which function as hier-
archical categories, typically structured like directory paths, as in
home/livingroom/temperature. Thus, a publisher sends its mes-
sage to a specific topic, and the clients subscribed to that topic
receive the corresponding updates [9].

MQTT is particularly suitable for IoT systems because it ad-
dresses characteristic requirements of this domain, such as low
resource consumption, lightweight communication, and operation
in unstable network environments. Its minimum fixed header is
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only 2 bytes, reducing bandwidth consumption and requiring little
processing, making it appropriate for constrained devices, such as
battery-powered sensors. In addition, the protocol was designed to
operate over unreliable or high-latency networks, a characteristic
frequently found in IoT scenarios [3].

3.2 Home Assistant and MQTT Processing

Home Assistant (HA) is an open-source smart-home platform that
integrates devices, sensors, actuators, and services to coordinate
events and actions in an automated domestic environment. In this
work, Home Assistant is adopted as the target system because it is a
realistic, widely used IoT application in which MQTT message pro-
cessing occurs at the application level rather than only at the broker
level. This choice shifts the traditional focus of protocol testing,
usually centered on the MQTT server, toward the client applica-
tion’s logic, an aspect that remains underexplored in systematic
fuzzing evaluations for IoT [6].

The MQTT integration in Home Assistant follows the publish/-
subscribe model described previously. In this model, HA acts as an
MOQTT client that connects to a broker and subscribes to topics
previously associated with entities configured in the system. These
entities represent devices or monitored states, such as temperature
sensors, switches, lights, or actuators. When an IoT device pub-
lishes a message to a monitored topic, the broker forwards it to
Home Assistant, which then extracts and interprets the payload,
often in formats such as JSON or plain text. If the processing is
successful, the internal state of the corresponding entity is updated
in the platform’s event bus.

State updates can trigger predefined rules and automations in
response to observed conditions. For example, a change in the tem-
perature sensor’s value may trigger an automation rule that turns
on a ventilation system or publishes a new MQTT command to
another device [4]. Thus, processing a single MQTT message can
trigger cascading effects across different components of the appli-
cation, making the system’s behavior dependent on the message’s
structure and the configuration context of entities and automations.

From a fuzz testing perspective, this characteristic poses a rele-
vant challenge. Home Assistant does not generically process every
MQTT message that passes through the broker. Instead, the appli-
cation tends to react only to messages published to topics it has
previously subscribed to and associated with configured entities.
Fuzzer-generated messages sent to unrelated topics may therefore
be ignored before reaching decoding, validation, state-update, or
automation logic. This behavior may lead to a false perception of
robustness, since malformed inputs may not effectively exercise
the system’s internal logic.

This restriction justifies the need for a specialized harness in the
experiment. The harness serves as an adaptation layer between the
fuzzing tools and Home Assistant, ensuring that the generated in-
puts are directed to topics that the application effectively monitors.
Also, it enables prior configuration of the required entities, controls
the topics used in the experiment, and correlates injected messages
with the observed effects.



Evaluating MQTT Fuzzing Tools

3.3 Fuzzing Testing

Fuzzing testing is a dynamic analysis technique used to identify fail-
ures and vulnerabilities in software by executing the system with a
large number of inputs, including malformed, unexpected, or ran-
domly mutated data. By exposing the SUT to input conditions that
developers may not have anticipated, fuzzing can reveal crashes,
exceptions, incorrect behaviors, and security vulnerabilities [12].

Unlike traditional testing strategies, which usually rely on pre-
defined test cases and expected outputs, fuzzing follows a more
exploratory approach. Its objective is to observe how the software
behaves under unexpected inputs, particularly in execution paths
that are rarely exercised by conventional tests. Compared with
other vulnerability discovery techniques, such as manual code in-
spection or reverse engineering, fuzzing has the advantage of being
highly automated and scalable, enabling extensive test campaigns
with limited human intervention [7].

The term fuzzer refers to a program that generates, mutates, and
submits test inputs to the SUT to evaluate its behavior.

Fuzzers differ in the amount of information they use and in how
they generate inputs. Black-box fuzzers rely mainly on externally
observable behavior, grey-box fuzzers use partial feedback such as
logs, coverage, or runtime responses, and generation-based fuzzers
rely on grammars, message templates, or protocol specifications. In
protocol fuzzing, structured or syntactically valid inputs are often
important because they are more likely to pass initial parsing stages
and reach deeper logic [4, 7].

In the context of MQTT, the effectiveness of a fuzzer depends
not only on its ability to generate malformed packets but also on
its capacity to produce inputs that are actually processed by the
target application. This requirement is particularly important in
MQTT-based IoT systems, where messages are routed according to
topics and where application-level components may ignore mes-
sages published to unknown or unsubscribed topics. Therefore,
fuzzing MQTT applications requires considering both the protocol
structure and the application-specific configuration that determines
which messages reach the internal processing logic.

Recent research on MQTT fuzzing has proposed different ap-
proaches for testing brokers, protocol implementations, and IoT
applications. Some tools focus primarily on the broker infrastruc-
ture, evaluating how MQTT servers handle malformed packets,
invalid state transitions, or multi-participant interactions. For ex-
ample, tools such as MBFuzzer target the behavior of MQTT brokers
in complex communication scenarios, making them relevant for as-
sessing protocol compliance and broker robustness [18]. However,
this focus differs from the objective of the present work, which
evaluates how an end-user IoT application reacts to corrupted or
unexpected MQTT payloads at the application level.

4 Experimental Study

We compare MQTT fuzzing tools according to their ability to detect
faults in IoT systems through the following research question:
Research question: How effective are the evaluated MQTT fuzzing
tools at fault detection, as measured by mutation score?
To answer the research question, the experiment is guided by
statistical hypothesis testing. The effectiveness of each fuzzing tool
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is measured using the MQTT-adjusted mutation score, and the
hypotheses are defined as follows:

e Null Hypothesis (Hy): There is no statistically significant
difference in the effectiveness of the evaluated MQTT fuzzing
tools. For any pair of fuzzers under comparison, the probabil-
ity of a mutant being killed by the first fuzzer and surviving
the second is equal to the probability of it being killed by the
second and surviving the first, i.e., Hy : p;; = pji.

o Alternative Hypothesis (H;): There is a statistically signif-
icant difference in the effectiveness of the evaluated MQTT
fuzzing tools. For a given pair of fuzzers, the probability of a
mutant being killed by the first and surviving the second is
not equal to the reverse scenario, i.e., Hy : p;j # pji.

Here, p;; denotes the probability that a mutant is killed by
Fuzzer; but survives Fuzzer;. Rejecting Hy indicates that the eval-
uated tools do not present equivalent effectiveness in detecting
mutants under the experimental conditions defined in this study.

4.1 Experimental Design

The experiment was conducted as an in silico study in a controlled
and reproducible environment. The target system was Home Assis-
tant, executed in a Docker container and configured with an MQTT
sensor entity subscribed to a valid MQTT topic. The experiment
does not aim to evaluate the entire Home Assistant codebase or
the MQTT broker implementation. Instead, it focuses on the subset
of Home Assistant’s application-level logic that is exercised after
MOQTT messages are delivered to configured entities.

Specifically, the mutation campaign targets two modules asso-
ciated with the MQTT data-processing flow: components/mqt
t/sensor.py and template.py. The first module was selected
because it is directly involved in processing MQTT payloads and
updating the state of sensor entities. The second was selected be-
cause template processing is used by Home Assistant to interpret,
transform, and derive values from incoming data before they affect
the application state. Therefore, these modules represent two rele-
vant points in the application-level processing pipeline triggered
by MQTT inputs: payload-to-state conversion and template-based
value interpretation.

This scope also separates the MQTT communication infrastruc-
ture from the application logic under evaluation. The MQTT broker
is used only as a routing component responsible for delivering mes-
sages to subscribed clients. Faults are not injected into the broker or
into the MQTT protocol implementation itself, but into Home Assis-
tant modules that process the data after message delivery. Thus, the
experiment evaluates whether fuzzing-generated MQTT inputs are
capable of revealing faults in the application logic reached through
valid MQTT topics and configured entities.

The fuzzing campaign was organized into two phases. In the
first phase, each fuzzing tool was executed against the original,
non-mutated version of Home Assistant in order to generate a tool-
specific corpus of MQTT payloads. The collected corpora preserve
the inputs produced by each tool and therefore represent the input-
generation behavior of BooFuzz [16], FUME [15], and Scapy [5]
under the same experimental configuration.



SAST 2026, September 8-11, 2026, Sao Paulo, SP, Brazil

We used Scapy as a packet/payload generation baseline by imple-
menting a custom MQTT-oriented generator on top of its packet-
manipulation primitives. In this configuration, Scapy produced
MOQTT payload candidates from the same seed set and under the
same campaign duration as the other tools. Therefore, the com-
parison treats Scapy not as an off-the-shelf MQTT fuzzer, but as a
programmable generation baseline integrated into the same har-
ness.

In the second phase, the collected corpora were replayed de-
terministically against each mutant generated by mutmut in the
selected target modules. Instead of executing the fuzzers online dur-
ing the mutation campaign, the experiment replayed the previously
generated corpora under controlled conditions. This design reduces
the influence of execution-time variability, network timing, and
stochastic behavior when evaluating each mutant. As a result, each
mutant is exercised with a fixed and reproducible input sequence
associated with each fuzzer.

Because Home Assistant processes only MQTT messages pub-
lished to topics associated with configured entities, the harness
ensures that all replayed inputs are published to the monitored
topic of the configured sensor entity. A semantic replay layer trans-
forms each raw payload into a valid JSON message that the sensor
configuration accepts. This transformation is deterministic and
uniformly applied to all fuzzers, preserving differences among the
generated corpora while ensuring the resulting messages reach
Home Assistant’s application-level processing logic.

Each campaign follows the same controlled workflow. First, the
Home Assistant container is restarted to load the current mutant.
Then, the harness verifies that the mutated source file is mounted
inside the container and that the MQTT broker is reachable. Next,
the semantic replay mechanism publishes the corpus associated
with the evaluated fuzzer to the monitored MQTT topic. During and
after execution, the harness collects evidence from the Home As-
sistant API, container status, and system logs. Finally, the observed
behavior is compared against the reference behavior previously
recorded for the original version of the system.

4.2 Mutation Dataset

Mutants were generated with mutmut [10], a source-level mutation
testing tool suitable for Home Assistant’s Python codebase.

The generated mutants represent small syntactic modifications
intended to simulate realistic programming faults. In this study,
mutmut was executed with its default mutation configuration, with-
out explicitly enabling or disabling mutation types. Thus, the tool
applied its standard transformations to the selected target files, in-
cluding changes to conditional expressions, boolean and relational
operators, constants, literals, strings, and statement-level constructs
when applicable.

To illustrate the mutation process, Listings 1 and 2 present an
example of a mutant generated by mutmut in sensor . py. In this
case, the mutation changes a membership condition in a validation
routine, replacing in with notin. This modification alters the logic
used to validate MQTT sensor configuration parameters and may
cause the system to accept invalid configurations or reject valid
ones. Therefore, this mutant represents a realistic logical fault at
the application level.
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Listing 1: Original code in sensor.py.

def validate_sensor_state_class_config(config: ConfigType) -> ConfigType:
"""Validate the sensor state class config."""
if (
CONF_LAST_RESET_VALUE_TEMPLATE in config
and (state_class := config.get(CONF_STATE_CLASS)) != SensorStateClass
TOTAL
):

raise vol.Invalid(...)

Listing 2: Mutated version generated by mutmut.

def validate_sensor_state_class_config(config: ConfigType) -> ConfigType:
"""Validate the sensor state class config."""
if (
CONF_LAST_RESET_VALUE_TEMPLATE not in config
and (state_class := config.get(CONF_STATE_CLASS)) != SensorStateClass
TOTAL
):

raise vol.Invalid(...)

This mutant introduces a semantically relevant change in MQTT
sensor validation; an observable divergence from the original be-
havior causes it to be classified as killed.

4.3 Experimental Environment

The experimental architecture consists of five main components.
The first is the Home Assistant instance, which processes incoming
MOQTT messages, updates the state of configured entities, and exe-
cutes associated automations. The second component is the MQTT
broker, which acts as an intermediary in the communication be-
tween publishers and subscribers, forwarding messages to clients
subscribed to the corresponding topics. The third component con-
sists of fuzzing tools that generate invalid, unexpected, or mutated
inputs. The fourth component is the harness, which integrates the
fuzzers into the MQTT environment, ensuring that the generated in-
puts are published to topics that are effectively monitored by Home
Assistant. Finally, the monitoring module is responsible for collect-
ing execution evidence, including logs, exceptions, state changes,
explicit failures, and possible incorrect behaviors.

In addition, the environment includes the mutmut mutation
testing tool for generating faulty versions of the target modules.

The environment was implemented in Docker containers to
ensure isolation among components, control dependencies, ease
restarts, and improve reproducibility of the experimental campaigns.
Each execution can be started from a known configuration, allow-
ing the state of Home Assistant, the MQTT broker, and auxiliary
services to be restored before evaluating each fuzzer or mutant.

The auxiliary scripts for the experiment, including routines for
executing the fuzzers, controlling the campaigns, collecting logs,
and processing results, were run in an isolated Python environment
via a virtual environment (venv).

4.4 Fuzzing Campaign Design

The fuzzing campaign used different tools to generate MQTT-
oriented payload corpora for application-level replay.

To ensure a fair comparison among the evaluated tools, we ran
all campaigns under equivalent experimental conditions. Each tool
used the same execution environment, Home Assistant configura-
tion, MQTT broker, configured entities, initial set of seeds, execution
interval, and computational infrastructure.
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Each fuzzer generates a tool-specific corpus, which is later se-
mantically normalized and replayed under deterministic conditions.
From these messages, the fuzzers may generate invalid, unexpected,
or mutated variations, including corrupted payloads, inconsistent
JSON messages, values outside the expected domain, malformed
packets, and unexpected message sequences.

The collected metrics include the number of killed and surviving
mutants, the mutation score, the total campaign execution time,
the size of the duplicated corpus, and the semantic trace outcomes
produced during replay. Although the infrastructure records the
oracle level responsible for killing a mutant, this version does not
provide a precise time-to-failure measurement per mutant. Stability
was assessed indirectly through campaign completion, absence of
unexpected crashes in the control execution, and consistency of the
semantic replay results. We did not use code coverage as a primary
metric in the final campaigns reported in this version.

Table 1: Experimental configuration and replay parameters.
Parameter Value
Target system Home Assistant 2024.6.0
Target modules components/mqgtt/sensor.py;
helpers/template.py
Mutmut 2.5.1
Python 3.12.3
WSL Ubuntu; Docker containers
gher.io/home-assistant/home-assistant:
2024.6.0
Eclipse Mosquitto 2.1.2
eclipse-mosquitto:latest
BooFuzz, FUME, Scapy
127.0.0.1:1883
homeassistant/sensor/temp
sensor.sensor_fuzzing
http://127.0.0.1:8123
60s for BooFuzz, FUME, and Scapy
Duplicate payloads removed before replay
Replay limit 100 payloads per mutant execution
Replay delay 0.05s between payloads
Oracle Semantic trace comparison of Home Assistant
entity states
Generated from the original, non-mutated Home
Assistant version for each fuzzer corpus

Mutation tool

Python version
Execution environment
Home Assistant image

MQTT broker

Mosquitto image

Evaluated fuzzers

MQTT host/port

MQTT topic

Observed entity

Home Assistant API
Corpus generation duration
Corpus deduplication

Baseline trace

4.5 The Role of the Harness and Points of
Failure

The harness plays a central role in the experiment, serving as an
adaptation layer between the fuzzing tools and the target system.
Its function is not limited to forwarding inputs generated by the
fuzzers; it also includes knowledge of the experimental environ-
ment’s valid MQTT structure. This characteristic is essential in
the context of Home Assistant, since the application tends to pro-
cess only messages published to topics previously associated with
configured entities.

Unlike a traditional network fuzzing scenario, in which the main
objective is to send malformed packets directly to a network service,
this experiment requires the generated inputs to effectively reach
the application logic responsible for processing MQTT messages.
Therefore, the harness must ensure that the data produced by the
fuzzers are directed to topics monitored by Home Assistant, in-
creasing the likelihood that the mutated payloads are interpreted
by the internal routines responsible for decoding, validation, and
state updates.

In this context, the harness is responsible for identifying the valid
MQTT topics used by the configured entities, directing messages
to effectively monitored topics, prioritizing mutations in MQTT
payloads, and, when necessary, performing controlled mutations in
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topics. In addition, it can serve as an instrumentation mechanism
for the environment, enabling the generated inputs to be correlated
with observed effects in the system, such as state changes, internal
exceptions, or anomalous behavior.

This instrumentation is particularly relevant because failures
in Home Assistant do not always manifest as crashes or explicit
service interruptions. The platform’s MQTT integration includes
internal exception-handling mechanisms that may discard invalid
or unexpected inputs, record them only in logs, or cause subtle
inconsistencies in the application’s state. Thus, the evaluation of
fuzzer effectiveness must consider not only abrupt failures but also
less evident manifestations of incorrect behavior.

Observable failures in this experiment may include error mes-
sages in logs, internal exceptions handled by the system, inconsis-
tent entity states, silent failures during processing, incorrectly trig-
gered automations, and loss or corruption of internal state. These
behaviors are especially relevant in IoT applications, where the
absence of a crash does not necessarily imply that the system has
processed the input correctly.

Among the main critical points in Home Assistant that are sus-
ceptible to failures are the parsing of malformed JSON payloads,
invalid data type conversions, inadequate payload validation, incor-
rect handling of MQTT states, chained execution of automations,
and the processing of Jinja2 templates'. These points encapsulate a
significant portion of the application logic executed during MQTT
message processing and therefore represent relevant targets for
mutant-based evaluation. Given these characteristics, the exper-
iment’s monitoring module must go beyond simple detection of
crashes. Evidence collection should include log analysis, exception
tracing, verification of internal states, observation of automation
triggering, and identification of silent failures. This approach en-
ables a more comprehensive assessment of whether the inputs gen-
erated by the fuzzers can reveal behavioral divergences introduced
by the mutants in the system’s source code.

In the implemented experiment, the harness is responsible for
more than invoking the fuzzing tools. It orchestrates the com-
plete interaction between mutation testing, MQTT communication,
Home Assistant, and the test oracle. For each mutant, the harness
restarts the Home Assistant container, ensures that the mutated
source code is executed inside the container, configures the fuzzer-
specific execution context, triggers replay of the corresponding
corpus, and records the resulting behavior of the target system.

A negative-control adapter, referred to as NOOP, was introduced
to validate the harness. This adapter does not generate or replay
fuzzing inputs. Therefore, any mutant killed during a NOOP cam-
paign would indicate that the harness or the oracle is introducing
false positives independently of the fuzzers. In the final configu-
ration, the NOOP campaign killed zero mutants in both evaluated
modules, providing evidence that detected divergences are associ-
ated with inputs derived from the fuzzing tools rather than with
the harness or oracle alone.

!Jinja2 is a template engine developed for Python and widely used by Home Assistant
for extracting, transforming, and formatting data from entities and MQTT messages.

The engine allows the execution of expressions and data manipulation rules, making
it a potential point of failure when subjected to unexpected or malformed inputs.
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4.6 Test Oracle

The definition of a test oracle constitutes one of the main challenges
of this experiment. In software testing, an oracle corresponds to the
mechanism used to determine whether the observed behavior of
the system under test is consistent with the expected behavior for
a given input. In traditional fuzzing campaigns, this oracle is often
implicit and relies on abrupt failures, such as crashes, execution
aborts, or unhandled exceptions.

In the context of Home Assistant, this approach is insufficient.
The platform’s MQTT integration includes internal exception han-
dling and fault-tolerance mechanisms, so invalid or unexpected
inputs do not always interrupt the main process. In many cases,
incorrect behaviors may manifest only as errors recorded in logs,
inconsistent entity states, absence of state updates, incorrectly trig-
gered automations, or silent failures during message processing.

For this reason, this experiment adopts a stratified test oracle,
organized into different levels of severity and observability. The
objective is to extend detection capabilities beyond explicit failures,
enabling identification of subtle behavioral divergences introduced
by the mutants. The considered levels are described as follows:

e Level 1 — Process Termination: corresponds to the occur-
rence of an unexpected termination of Home Assistant, an
unplanned service restart, or application unavailability;

e Level 2 — Internal Exception: corresponds to the occur-
rence of exceptions, stack traces, or error messages recorded
in the system logs, even when the main process remains
running;

e Level 3 — Incorrect Entity State: corresponds to an incor-
rect update of the internal state of MQTT entities, including
invalid, inconsistent, or domain-incompatible values;

e Level 4 — Silent Failure: corresponds to the absence of the
expected behavior after receiving a structurally valid input,
including the absence of state updates, failure to trigger
automations, or behavioral inconsistencies not explicitly
recorded as errors.

The identification of failures at Levels 3 and 4 requires an ex-
plicit definition of the expected system behavior. For this purpose,
a reference trace, referred to as the baseline, is established for each
fuzzer corpus by executing the original version of Home Assistant
without injected mutations. During this reference campaign, valid
and controlled MQTT messages were published to the topics moni-
tored by the configured entities. The observed behavior, including
entity states, automation execution, and log records, was stored for
subsequent comparison.

In subsequent campaigns executed on mutated versions of the
system, the monitoring module compared the observed behavior
with that recorded in the baseline. Observable divergences between
the original and mutated versions were interpreted as evidence
of failure. Thus, in the context of mutation testing, a mutant was
considered killed when the fuzzer produced an input that caused an
observable divergence at least one of the established oracle levels.
If no divergence is observed throughout the campaign, the mutant
is classified as surviving.

We also analyzed invalid or non-executable mutants during the
campaign validation process. These mutants correspond to source-
code modifications that prevented Home Assistant from starting
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correctly, made the mutated module unavailable, or made the ex-
perimental campaign invalid regardless of the fuzzer input. Since
such mutants do not allow a valid comparison among fuzzing tools,
we excluded them from the mutation-score denominator.

We did not attempt to formally identify all equivalent mutants,
since proving behavioral equivalence for all possible inputs is gen-
erally infeasible. Therefore, surviving mutants are not treated as
equivalent by default. Instead, they are analyzed through the post-
hoc classification presented in Section 5.5, which distinguishes
cases related to low reachability, configuration paths not exercised,
silent handling, oracle limitations, and generic framework logic.

The functional oracle is based on semantic traces. For each fuzzer,
a baseline trace is first generated by replaying its corpus against
the original version of Home Assistant, without mutations. This
trace records the sequence of states observed in the configured
MQTT sensor after each replayed input. During mutation testing,
the same corpus is replayed against each mutant, producing an
observed trace. A mutant is classified as killed when the observed
trace diverges from the baseline trace for the same fuzzer. This
comparison allows the oracle to detect behavioral differences that
do not necessarily result in crashes or explicit exceptions.

The oracle remains stratified. Level 1 detects process-level fail-
ures, such as container termination or service unavailability. Level
2 detects internal exceptions and relevant MQTT-related errors in
logs. Levels 3 and 4 are implemented by comparing semantic traces
to capture incorrect entity states, missing updates, or silent behav-
ioral divergences. This design is particularly important for Home
Assistant, where invalid MQTT inputs may be handled internally
and may not lead to abrupt failures.

4.7 Oracle Stability Check

Although the NOOP control verifies that the harness does not
kill mutants when no input is produced, it does not exercise the
asynchronous behavior involved in replaying MQTT messages,
updating entities, processing logs, timers, and eventual consistency
effects. Therefore, we performed an additional stability check for
the semantic oracle.

For each valid fuzzer corpus, we replayed it five times against the
original, unmodified Home Assistant version. Before each repeti-
tion, the Home Assistant container was restarted, and the resulting
semantic trace was collected from the observed entity state se-
quence. We then compared the traces within each fuzzer corpus
using a hash of the normalized trace.

Table 2 shows that all repeated baseline replays produced identi-
cal semantic traces. BooFuzz produced traces with 11 observations
in all five runs, FUME produced traces with 205 observations in
all five runs, and Scapy produced traces with 711 observations in
all five runs. In all cases, only one unique trace hash was observed.
This result suggests that the semantic oracle is stable under actual
replay conditions, not only under the inactive NOOP control.

Table 2: Repeated baseline replay stability check.

Fuzzer Repetitions  Trace length ~ Stable

BooFuzz 5 11 Yes
FUME 5 205 Yes
Scapy 5 711 Yes
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4.8 Experiment Variables and Data Collection

The definition of the experimental variables is essential to ensure
the organization of the study and the comparability among the
evaluated tools. In this experiment, the variables were classified as
independent, dependent, and controlled, as described below.

The independent variables are the factors manipulated or
observed to analyze their effects on experimental results. In this
study, the main factors considered are the fuzzing tool used and
the set of mutants applied to the target system. The fuzzing tool is
the primary factor for comparison, whereas the mutants define the
artificial defects used to evaluate each tool’s detection capability.

The dependent variables are the metrics used to evaluate the
tools’ effectiveness. The main metric is the mutation score, which
measures the proportion of killed mutants among all valid mutants.
In addition, the number of detected failures, the time required to
detect each failure, and the stability of the executions were collected.
These metrics allow the analysis not only of each fuzzer’s ability
to reveal defects, but also of its temporal efficiency and reliability
during the experimental campaigns.

The controlled variables are the elements kept constant across
executions to minimize external interference and ensure a fair com-
parison among the tools. These variables include the execution
environment, the Home Assistant configuration, the MQTT broker
used, the initial set of seeds, the campaign duration, the computa-
tional infrastructure, and the set of entities configured in the system.
By keeping these factors constant, the study aims to ensure that
the observed differences in the results are primarily attributable to
the characteristics of the evaluated fuzzing tools.

During data collection, the monitoring module has recorded
information on failures, internal exceptions, entity state changes,
silent failures, detection times, and mutant execution results. These
data were subsequently used to calculate the experimental metrics
and support the comparative analysis among the tools.

In addition to the variables described above, the final campaign
controls the replay configuration used to exercise each mutant. The
replay limit, replay delay, MQTT topic, configured entity, Home
Assistant configuration, Docker image, broker configuration, and
semantic normalization rule are kept constant across all fuzzers.
The only input that varies across tools is the corpus generated by
each fuzzer.

The collected data include, for each fuzzer and seed, the number
of generated corpus entries, the number of unique semantic states,
the killed and surviving mutants, the mutation score, the total
execution time, the exit status of the mutation campaign, and the
hash of each mutant diff. These data are used to verify that all
fuzzers were evaluated against the same mutant set and to support
comparisons of mutation scores.

5 Results

This section describes the main results of the mutation-testing
campaigns conducted on the Home Assistant IoT system.

5.1 Validation of the Experimental Harness

Before comparing the fuzzing tools, we executed a negative-control
campaign using the NOOP adapter. The NOOP adapter does not
generate or replay fuzzing inputs; therefore, any killed mutant in
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this campaign would indicate a false positive introduced by the
harness, the replay infrastructure, or the test oracle.

The NOOP campaign was executed for both evaluated modules,
sensor.py and template.py. In both cases, the NOOP adapter killed
zero mutants. As shown in Table 3, the false-positive rate was 0.00%
for both modules. This result provides evidence that the observed
mutant kills in the fuzzing campaigns are caused by fuzzer-derived
inputs rather than by deterministic setup actions, container restarts,
baseline comparison artifacts, or the oracle itself.

Table 3: Negative-control results using the NOOP adapter.

Module Killed  Total  False-positive rate (%)
sensor.py 0 59 0.00
template.py 0 602 0.00

5.2 Corpus Generation and Campaign Validity

Before the mutation campaign, we executed each tool to generate a
tool-specific MQTT payload corpus. BooFuzz, FUME, and Scapy pro-
duced non-empty deduplicated corpora and valid semantic baseline
traces, and were therefore included in the mutation-score com-
parison. MOTTGRAM and the MitM/Polymorph adapter did not
produce replayable payload corpora under the evaluated configu-
ration and were excluded from the mutation campaign. Therefore,
the reported mutation scores refer only to BooFuzz, FUME, and

Scapy.
Table 4: Corpus generation results and campaign inclusion.

Tool Duration Unique payloads Included Reason

BooFuzz 60s 11 Yes Replayable semantic corpus generated

FUME 60s 205 Yes Replayable semantic corpus generated

Scapy 60s 711 Yes Replayable semantic corpus generated

MQTTGRAM 120s 0 No No payloads captured in the expected
replay format

MitM/Polymorph 120s 0 No No replayable artifacts generated un-

der the configured harness

5.3 Mutation Testing Effectiveness

Table 5 presents the mutation scores for the valid campaigns. The
MQTT replay covered 93 lines in sensor.py and 636 lines in
template.py, resulting in 59 and 602 MQTT-reachable mutants,
respectively.

Table 5: MQTT-adjusted mutation scores.

Module Tool Killed  Observed ~ MSyQrT
sensor.py BooFuzz 17 59 28.81%
sensor.py FUME 19 59 32.20%
sensor.py Scapy 17 59 28.81%
template.py BooFuzz 127 602 21.10%
template.py FUME 127 602 21.10%
template.py Scapy 127 602 21.10%

Considering both modules, FUME killed 146 out of 661 observed
mutants, corresponding to a combined MQTT-adjusted mutation
score of 22.09%. BooFuzz and Scapy each killed 144 out of 661
observed mutants, corresponding to 21.79%. Therefore, the overall
difference among the valid tools was small.

5.3.1 Sensor Module Results. The first mutation-testing campaign
was conducted on the components/mqtt/sensor.py module. This
module was selected because it is directly involved in MQTT pay-
load processing and in updating the state of the configured sensor
entity. In total, 126 mutants were generated for this module. After
applying the MQTT-adjusted criterion, 59 mutants were included
in the observed MQTT mutation space.
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Before comparing the fuzzing tools, each campaign was validated
according to whether the tool generated a non-empty input corpus
and whether a corresponding semantic baseline trace could be
produced. BooFuzz, FUME, and Scapy generated valid artifacts and
were included in the mutation-score comparison.

In the observed MQTT mutation space, FUME achieved the
highest score, killing 19 out of 59 mutants, corresponding to 32.20%.
BooFuzz and Scapy killed 17 mutants each, corresponding to 28.81%.
Thus, FUME exposed two additional behavioral divergences when
compared with BooFuzz and Scapy.

These results indicate that, in the sensor.py campaign, FUME
showed a slightly broader fault-detection capability. However, the
difference among the tools remained small, suggesting a descriptive
advantage for FUME rather than strong evidence of substantially
superior effectiveness.

5.3.2  Template Module Results. The second mutation-testing cam-
paign was conducted on the template.py module, which is rele-
vant because template processing is part of the application-level
logic that Home Assistant uses to interpret, transform, and derive
values from incoming data. This module contains a substantially
larger mutation space than sensor.py: in total, 1452 mutants were
generated. After applying the MQTT-adjusted criterion, 602 mu-
tants were included in the observed MQTT mutation space.

In this campaign, the valid fuzzing tools presented identical re-
sults. BooFuzz, FUME, and Scapy each killed 127 out of 602 observed
mutants, corresponding to a mutation score of 21.10%. Unlike the
sensor.py campaign, no tool killed additional mutants beyond
those detected by the others.

This result indicates that, for the current template-processing
scenario, the evaluated fuzzers exercised essentially the same ob-
servable behavior. The template.py campaign does not provide
evidence of a relevant difference in effectiveness among BooFuzz,
FUME, and Scapy. Instead, it highlights that the configured template
scenario exposes only a subset of the module’s mutation space.

Overall, the MQTT-adjusted mutation score shows that the eval-
uated fuzzers had similar effectiveness within the observed MQTT
mutation space. Considering both modules, FUME killed 146 out of
661 observed mutants, corresponding to 22.09%, while BooFuzz and
Scapy each killed 144 out of 661, corresponding to 21.79%. There-
fore, the relative difference among the valid tools remained small.
FUME showed a slight advantage in sensor.py, while all tools
achieved identical results in template. py.

5.4 Fault Detection Overlap and Statistical
Significance

5.4.1 Killed-Mutant Overlap Analysis. In addition to the MQTT-
adjusted mutation score, we analyzed the overlap among the sets of
mutants killed by each valid fuzzing campaign within the observed
MOQTT mutation space. This analysis is important because similar
mutation scores may indicate either that the fuzzers detected the
same faults or that they killed different subsets of mutants with
comparable sizes.

For each pair of fuzzers, we computed the number of commonly
and exclusively killed mutants and the Jaccard similarity coefficient,
defined as J(A,B) = |AN B|/|A U B].
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Table 6: Paired comparison using McNemar’s exact test.

Comparison Both  OnlyA  OnlyB  Neither ¥4
sensor.py

FUME-BooFuzz 17 2 0 40 0.500
FUME-Scapy 17 2 0 40 0.500
BooFuzz-Scapy 17 0 0 42 -
template.py

FUME-BooFuzz 127 0 0 475 -
FUME-Scapy 127 0 0 475 -
BooFuzz-Scapy 127 0 0 475 -

The overlap analysis showed that the evaluated fuzzers killed
highly similar sets of mutants. In the sensor . py campaign, BooFuzz
and Scapy killed the same 17 mutants, while FUME killed these same
mutants and additionally killed mutants 6 and 46. This resulted in
a Jaccard similarity of 1.00 between BooFuzz and Scapy and 0.89
between FUME and each of the other two tools.

In the template.py campaign, the overlap was complete. Boo-
Fuzz, FUME, and Scapy killed exactly the same 127 mutants, re-
sulting in a Jaccard similarity of 1.00 for all pairwise comparisons.
Therefore, although the fuzzers generated different corpora, the
observable behavior exposed by the current template-processing
scenario was the same for all valid tools.

These results indicate that the evaluated fuzzers exercised a
highly overlapping portion of the observed MQTT mutation space
under the current experimental configuration. Thus, the main find-
ing is not a clear ranking among tools, but rather that application-
level MQTT fuzzing in Home Assistant is strongly constrained
by the configured entity, the semantic replay mechanism, and the
oracle’s observability.

5.4.2  Paired Statistical Comparison. Since all valid fuzzing tools
were evaluated against the same observed MQTT mutation space,
we performed a paired comparison of killed and non-killed mutants.
For each pair of fuzzers, each mutant was classified into one of four
categories: killed by both fuzzers, killed only by the first fuzzer,
killed only by the second fuzzer, or killed by neither fuzzer.

We used McNemar’s exact test to compare the discordant pairs,
that is, mutants killed by only one of the two fuzzers. This test
is suitable for paired binary outcomes and avoids relying only on
aggregate mutation scores.

Table 6 presents the paired comparison results within the ob-
served MQTT mutation space. In the sensor.py campaign, FUME
killed all mutants detected by BooFuzz and Scapy and additionally
killed two mutants. However, the number of discordant pairs was
very small, and McNemar’s exact test did not indicate a statistically
significant difference between FUME and the other tools. Therefore,
the advantage observed for FUME in this module should be inter-
preted as a descriptive difference rather than as strong evidence of
superior effectiveness.

In the template.py campaign, there were no discordant pairs
among the valid fuzzers. BooFuzz, FUME, and Scapy killed exactly
the same set of 127 mutants. Consequently, McNemar’s test was
not informative for this module, and the result indicates complete
agreement among the tools for the killed-mutant set.

Overall, the paired analysis reinforces that the evaluated fuzzers
exercised a highly overlapping portion of the observed MQTT
mutation space under the current experimental configuration. The
results do not provide statistical evidence of a substantial difference
in effectiveness among the valid tools.
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5.5 Post-hoc Mutant Classification

To better interpret the low mutation scores, we performed a post-
hoc classification focused only on mutants related to the MQTT
scenario exercised in the experiment. This analysis considers the
MQTT-observed mutation space, which contains 59 mutants in
sensor.py and 602 mutants in template.py. Mutants outside this
space were excluded from this classification.

In sensor. py, mutants were grouped according to the MQTT be-
havior they affect: availability, payload or template handling, state
updates, topic/subscription handling, and MQTT schema/configura-
tion. In template. py, the relation with MQTT is indirect; therefore,
mutants were grouped into value-template rendering/interpreting
and template infrastructure potentially used by MQTT.

The classification shows that the low mutation scores are partly
explained by MQT T-related behaviors that were not sufficiently ex-
ercised or observed by the current scenario. In sensor . py, most sur-
viving MQT T-related mutants were associated with availability and
expiration behavior. This indicates that the current harness mainly
exercised immediate payload-to-state updates, but did not suffi-
ciently stress time-dependent behavior such as expiration timers
and availability transitions. In template.py, all MQTT-related
surviving mutants were classified as value-template interpreting
mutants. This suggests that the evaluated scenario exercised only a
limited portion of the template behavior used to transform MQTT
payloads into sensor states. These results reinforce the need for
application-aware harnesses, more diverse MQTT configurations,
time-aware checks, and stronger behavioral oracles.

Table 7: Post-hoc classification of MQTT-related mutants.

Class sensor.py  template.py
K1: killed by semantic trace 19 127
S1: MQTT availability/expiration 34 0
S2: MQTT payload/template handling 5 0
S3: MQTT state update 1 0
T1: value-template rendering/interpreting 0 475
Total MQT T-related mutants 59 602

5.6 Discussion

The results suggest that the main bottleneck is not only input gen-
eration but also application-level reachability and observability.
Although the fuzzers generated different corpora, the semantic
replay mechanism and the single MQTT sensor configuration con-
strained the behaviors exercised in Home Assistant, contributing to
the high overlap among killed mutants, especially in template.py.

The NOOP results strengthen the interpretation of the mutation
campaigns by showing that the oracle and harness did not introduce
observable false positives in the absence of fuzzer-derived inputs.

The MQTT-adjusted mutation score provides additional evidence
for this interpretation. By focusing on the observed MQTT mutation
space, the score excludes mutants that were neither covered during
MQTT replay nor killed by any MQTT fuzzing campaign. In sensor
.py, 59 mutants were included in this observed space. FUME killed
19 of them, resulting in a score of 32.20%, while BooFuzz and Scapy
each killed 17, resulting in 28.81%. In template.py, 602 mutants
were included in the observed space, and all valid fuzzers killed the
same 127 mutants, resulting in an identical score of 21.10%.

These results show that the evaluated fuzzers were effective only
over a limited portion of the MQTT-observed mutation space. How-
ever, the relative difference among tools remained small. FUME
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achieved the highest score in sensor. py, but the advantage was
limited to two additional mutants. In template. py, the tools were
indistinguishable, killing exactly the same set of mutants. There-
fore, the results are insufficient to support a strong ranking among
fuzzers. Instead, the main finding is that the current application-
level MQTT scenario led the evaluated tools to exercise largely
overlapping behaviors.

This result indicates that applying MQTT fuzzers directly to an
IoT platform may be insufficient when the application processes
only preconfigured topics and entity-specific payloads. Effective
fuzzing in this context requires an application-aware harness that
can map generated inputs to meaningful application states.

For researchers, the results highlight a methodological challenge
in evaluating MQTT fuzzers beyond broker-level testing. Mutation
testing can reveal not only differences among fuzzers, but also
limitations of the fuzzing setup itself. The MQTT-adjusted score
mitigates part of this issue by focusing the analysis on mutants
observed in the evaluated MQTT scenario. Nevertheless, the results
show that reachability alone is not enough: stronger behavioral
oracles, more diverse entity configurations, and broader MQTT
scenarios are still necessary to expose additional faults.

5.7 Threats to Validity

This section discusses the main threats identified and the mitigation
strategies adopted.

Conclusion validity. A threat to conclusion validity is that
the study uses one corpus generation campaign per fuzzer. Since
fuzzers may exhibit stochastic behavior, different seeds or execution
windows could produce different corpora and potentially different
killed-mutant sets. To reduce this threat during mutant evaluation,
the generated corpora were replayed deterministically against the
same mutant set under the same environment. Thus, the results
should be interpreted as a comparison of the evaluated fuzzer-
derived corpora, rather than as a complete characterization of each
fuzzer across multiple independent executions.

Internal validity. Internal validity refers to the possibility that
factors other than the fuzzing tools themselves may influence the
observed results. In this experiment, such factors include variations
in computational resource consumption, interference among en-
vironmental components, broker instability, differences in setup
across executions, and failures introduced by the harness. To reduce
these risks, the experimental environment was executed in Docker
containers, enabling component isolation, dependency control, and
restoration of the system to a known state before each campaign.
In addition, to mitigate the risk of false positives caused by non-
deterministic behavior in the semantic oracle, we complemented
the NOOP control with a repeated baseline replay check. The same
corpora were replayed five times against the original Home Assis-
tant version, and the resulting semantic traces were identical for
all valid fuzzers. This reduces the likelihood that killed mutants
were caused by unstable replay behavior rather than by behavioral
differences introduced by mutation.

Construct validity. Construct validity concerns the adequacy of
the metrics, oracles, and experimental mechanisms used to measure
the effectiveness of the fuzzing tools. Although the mutation score
is a well-established metric, its use in MQTT-based IoT systems may
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not capture all relevant failures, especially behavioral inconsisten-
cies or silent failures. To mitigate this threat, the study employs a
stratified test oracle that can observe different levels of failure. The
use of semantic replay introduces an additional construct-validity
threat. Since raw payloads generated by the fuzzers are transformed
into valid JSON messages before being submitted to the Home Assis-
tant sensor, the experiment does not evaluate the raw MQTT traffic
produced by each tool exactly as produced. Instead, it evaluates
each fuzzer’s ability to generate input corpora that, after a deter-
ministic, uniform semantic mapping, exercise Home Assistant’s
application-level MQTT payload-processing logic. To mitigate this
threat, the same normalization rule is applied to all fuzzers, and the
raw corpora are preserved as experimental artifacts for inspection
and reproducibility.

External validity. External validity concerns the generalization
of the results to other systems.Since this experiment uses Home As-
sistant as the target system, the results may reflect specific features
of its architecture. Moreover, the experiment focuses on the MQTT
sensor module and on a single configured sensor entity. Therefore,
the findings characterize the effectiveness of the evaluated fuzzers
in exercising application-level MQTT payload processing in this
specific context. They should not be directly generalized to other
Home Assistant integrations. To mitigate this limitation, the study
explicitly defines its experimental scope, documents the adopted
configuration, and provides the artifacts necessary to support repli-
cation and extension of the experiment.

6 Conclusion

This paper evaluated MQTT fuzzing tools for application-level fault
detection in Home Assistant using mutation testing. The experi-
ment used a controlled Docker-based environment, an application-
aware harness, deterministic corpus replay, and a stratified oracle
to detect crashes, exceptions, incorrect entity states, and silent
behavioral divergences.

The results showed that the evaluated fuzzers achieved limited
effectiveness within the observed MQTT mutation space. FUME
showed a small advantage in sensor.py, killing 19 out of 59
observed mutants, while BooFuzz and Scapy each killed 17. In
template.py, all valid fuzzers killed the same 127 out of 602
observed mutants. Thus, under the current configuration, the evalu-
ated fuzzers exhibited similar effectiveness and largely overlapping
behavior.

The post hoc analysis indicated that many surviving or non-
observed mutants were associated with configuration-dependent
paths, generic template processing, and silent handling. These find-
ings suggest that evaluating MQTT fuzzers in realistic IoT applica-
tions requires not only input generation, but also application-aware
harnesses, diverse entity configurations, coverage-aware analysis,
and stronger behavioral oracles. Future work includes expanding
the experiment to additional Home Assistant integrations, improv-
ing oracle observability, and evaluating raw MQTT traffic alongside
semantically normalized replay.

Artifact Availability
The experimental artifacts are publicly available at:
https://github.com/darlagalves/SAST2026-FuzzingMQTT
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